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TrueDLP'™

Enterprise Data Loss Prevention
Capability Without Complexity

Joe Peck
VP Marketing, Code Green Networks

The Radicati Group, Inc. DLP Solutions Web Conference, Feb 25, 2010 Copyright © 2010 Code Green Networks,



Data Loss Prevention Needs

Highly Sensitive Data Requires Protection

Customer Data Compliance
Names, Addresses, SSN, PCI, HIPAA, Hi-Tech,
Acct Info, Credit card number State Privacy Laws,

_ _ Breach notification
Patient Health Information

Reputation/Brand Harm
Intellectual Property

Source code, Product Designs
Pharmaceutical, Project Data Insider Theft

Company Data Outsourced Data Theft
M&A, Contracts, Customer lists External Theft

Accidental Leaks

Employee Data
Payroll, Benefits, HR data
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Code Green TrueDLP
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Network DLP
Monitors All Network Traffic
Stops Web/FTP Data Leaks
Prevents Email Data Leaks
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Enterprise Scalability
Supports Multiple Sites
Scales to Very Large Enterprises
Centralized Management
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GREEN

Integrated DLP: Flexibility without Complexity===

Code Green TrueDLP 1st Generation Solutions
Each Cl Appliance provides full DLP capability Required multiple specialized appliances
Modular - Functions can be enabled as needed Difficult to deploy and manage
Simple to deploy, easily scalable \

DLP Enterprjse Manager

DLP DLP h — DLP
VS. oLe Network Endpoint OLP Datacenter
M 5 Cratacabar
Controller Entarpriss
oaid nat
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Flexible

Supports phased DLP rollout without added hardware or expense
Capabilities may be distribute among appliances as needed

Scalable

From single site to very large enterprise
Scales without complexity and overhead forced by other solutions

Easiest to deploy

Fast non-disruptive deployment
Integrates easily into your network environment

Fastest time to productive use
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Sensitive Content Registration
600+ document types
File format independent
Language independent

® O 6 Info you wanted
Sehd Att.ach Ad"t.:lre.ss Foﬁts
To: john@thisandthat.com
Ce:
Subject: Info you wanted

=v| Account:| M. |$ Signature:| si.. |$J

'You'll find this surprising:

For the three and six months ended December 31,
2004, the operating income increases were primarily
driven by a significant decline in stock-based
compensation expense primarily related to the stock
option transfer program completed in the second
quarter of fiscal 2004 |

-drew

Archive file unpacking (.zip, .rar, ...)
Language independent
Detects Full and Partial File Matches
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Fingerprint-based Detection — Structured Data
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Accurate Detection Sets Code Green

DB cell/row match Yes (Name AND AcctNum) from CustomerDB
N Paragraph copied from original, derivative
Partial File Match Yes
works
Exact File Match Yes MDS5 checksum
Keyword No “Confidential”
Lexicon (phrase) No Medical terminology dictionary
Regular Expression No Email address pattern .*@*.[org,com,net]
Pattern w/ checksum No Validated Credit Card Number
File Metadata No File type, size, name, date
Statistical (Bayesian) No Source code, resume, press release
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Beware “DLP Lite”

DLP Lite solutions use low accuracy detection

E.g. 9 digit pattern = Social Security Number
Problem: Results in too many false positives

Common 9 digit uses: GoToMeeting ID, GPS
coordinate, etc.

Strong DLP solutions “fingerprint” customer
data. A fingerprint match = sensitive data

detected

(CustomerName AND (AcctNum OR Customer SSN)
from CustomerDB

10 The Radicati Group, Inc. DLP Solutions Web Conference, Feb 25, 2010



Code Green TrueDLP Summary

TrueDLP is a complete DLP solution

Network DLP, Endpoint DLP, Discovery
Centrally managed

Highly accurate detection technology

Fingerprint-based, content aware

Flexible, extensible, distributed architecture

Significant advantages in deployment speed, simplicity
Scales from SMB to large Enterprise customers

Known for ease of use, lowest administration cost

Perpetual licenses and full functionality = lower TCO
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Code Green Company Overview

ST

Leading independent provider of Data Loss Prevention Solution:

Network DLP: Enforce regulatory compliance and robust protection
policies on all data leaving the Enterprise network

NAFCU
Endpoint DLP: Prevent unauthorized distribution of sensitive data via SERVICES

Preferred Partvier
nme Awarn

removable media devices o

Discovery DLP: Locate and identify sensitive data on file servers,
SharePoint servers, Exchange servers, FTP servers

Innovative, Cost Effective, and Easy-to-Use Technology :
NETWORKWORLD | Exclce s
Patent-pending algorithms for finding sensitive data at high speeds il i g S

Unified policy & incident management for “Data-in-motion”,
“‘Data-at-Rest” and “Data-in-Use”

Created in October, 2004 by the founders of SonicWALL (SNWL)
$250M/yr provider of security appliances

R A T E D

J InfoWorld

Global headquarters in Sunnyvale, CA
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385 Moffett Park Drive - Suite 105
Sunnyvale, CA 94089
(408) 716-4200
www.codegreennetworks.com

Joe Peck
VP Marketing

joe.peck@codegreennetworks.com
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McAfee Data Loss Protection W McAfee
A complete solution to protecting data

Faizel Lakhani, Vice President Data Loss Prevention

Feb 15th, 2010




Data Drives Business U McAfee

Sensitive
Data

Enable Flexible
Business

Regulated
Data

» Support supply chain &

multiple regulations partner integration

* Reduce costs associated « Support safe, flexible use aintain competitive
with audit of business data advantage
* Protect reputation & » Enable safe B2B & B2C » Ensure appropriate chain

reduce penalties communication of custody



What is DLP? Y McAfee

Data User Policy Enforced to
Sources Actions Actions Destination

Send via net

Burn to
disc

Cut, copy,
paste Post to web

Print

Upload
Take home




McAfee DLP Coordinates Data Protection Y McAfee

* McAfee data protection solutions
deliver additional value through DLP

Device

— DLP coordinates enforcement
Control

— DLP enforces consistent policies

— DLP provides actionable insight

Encryption

McAfee DLP provides integrated workflows, simplified processes, lower costs and )
consistent protection for all data



Summary W McAfee

Data security risks continue to increase

. * Data breaches are growing at an alarming rate

* |nsiders are seen as the main source of leaks

McAfee has a better solution

* Integrated technologies provide superior protection
» Rapid deployment and Capture deliver fast results

Getting started is easy

=+ Understand your data and potential risks
'}/ * Deploy in days, not months







Focused Exclusively on
Small/Medium Enterprises

Healthcare Financial Education Enterprise
HIPAA PCI-DSS FERPA SarBox
PHI/PII GLBA CIPA PHI/PII
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Three Security Needs

Protocol Filter Web Filter Content Filter

:
I _-
:
@ SMTP




Three Deployment Options

On Premise Managed Service SaaS (Email Only)




Robust Functionality
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PacketSure Dashboard

u Most Matched URL Categories

[EES TR L IE

Requests: 85
4.62% \
WebHosting:
Requests: 39
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Sports:
Requests: 31
1.68%
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Requests: 30—
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Free Secure
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www.palisadesystems.com
blog.palisadesystems.com
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The Radicati Group, Inc.
www.radicati.com

Thank You!

Recent Reports published by The Radicati Group.:

=  On-Premises Email & Collaboration Market, 2009-2013

= Instant Messaging Market, 2009-2013

= Email Archiving Market, 2009-2013

= Email Platforms for Service Providers Market, 2009-2013

You can view all our reports at www.radicati.com
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