Y

The Radicati Group, Inc.
www.radicati.com

Enterprise Data Loss Prevention Solutions

A Radicati Group Webconference

The Radicati Group, Inc. Copyright © January 2012, Reproduction Prohibited



N\
Speakers & Agenda
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Speakers:

» Nikfar Khaleeli, Senior Manager DLP Product Marketing, McAfee
» Ash Devata, Senior Manager DLP Products, RSA

» Andrew Forgie, Director PMM - Data Security, Websense

Agenda:

» Presentations from McAfee, RSA ,and Websense

v Speaker Panel Discussion (all) - moderated by Sara Radicati

» Audience Q & A session
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McAfee Data Loss Prevention
- Data Protection in the Modern Organization

Y|

o

- SAFE NEVER SLEEPS,




McAfee DLP Solution @ McAfee

m McAfee ePolicy Orchestrator O ‘ ‘

Pt * Policy management
' * Reporting
DLP Manager - Remediation
I

Data In Use Data At Rest Data In Motion

Px P.‘ P.‘

DLP Endpoint DLP Discover DLP Monitor DLP Prevent

* Device control * Inventory * Detect * Emall
« Monitor & block « Classify « Protocol * HTTP(S)
* Discover * Fingerprint agnostic * IM/FTP(S)

* Also available as virtual appliance (VMware)




Our Uniqgue DLP Technology

Integrated Protection
Capture Technology
Data Classification

Location & Application Tagging



1. Integrated Protection
Single Centralized Management S McAfee

Removable
Media

Encryption

McAfee ePolicy Orchestrator O . .



2. Capture Technology

McAfee DLP Leverages Data © McAfee

. Captured
Investlgate Data

Predlct NEE

Define and tune poI|C|es faster and more accurately.




3. Data Classification

Optimize remediation wﬂﬁcﬁﬁﬁe"

Delete
PCI
Data
Sensitive
" Move

5P
Il

Quick Inventory

Catego_n_zatpn & Remediation
Classification
6



4. Location & Application Tagging

Track and Protect Even When Data Changes @ McAfee

An Intel Company

Location & Application Tagging

Protected Finance Share Enforcement \

-
5 =i ___C_Q_I3_i§9___> Web posting
Applications Cop;y/P%aste
Save as/Rename
Q&
__ Downloac X6

Copy to media/device/




Q) McAfee

An Intel Company



RSA Data Loss Prevention (DLP)

Understand business risk and mitigate it effectively

26 Jan 2012
Ash Devata, DLP Products

RSA
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DLP as a Risk Management Solution
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BOARD y A

COPY 9 3% box @

2 - BEODmS
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CONLTQELORS ACCESS @n o ::

identities user actions information

RISK

ESTABLISH A DLP PROGRAM TO BETTER MANAGE RISK

[Visibility & Controls]

Non-sensitive Data

Regulatory Data

Company Secrets

RSA EMC:
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Definition of DLP

‘DLP is a teC h Nno I O gy that helped us
build a p FOCEeSS tw protect our
p eo p I € from leaking sensitive data”

-CISO, Healthcare Company

RSA subscribes to this philosophy and encourages customers to focus on people

and process and to take a risk based approach in building DLP projects

RSA
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Establishing a Risk Based DLP Program

DLP Program Lifecycle Management (driven by risk based policies)

DISCOVER EDUCATE ENFORCE

Risk Across the Infrastructure End Users & Risk Teams Security Controls

P o
) 4

t)

RISK

“~"7"Understand Risk >
e REEUEE B froommammooronocooo=s >

TIME >

RSA EMC:

© Copyright 2011 EMC Corporation. All rights reserved. 4




DLP Covers Your Entire Infrastructure

RSA DLP Enterprise Manager

/ !

RSA DLP RSA DLP
Network Datacenter

m

.°J>

o o
L ER

Consistent Classification & Management Across the Board

RSA EMC:
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RSA DLP Partner Ecosystem

Infrastructure Partners

 Embedded DLP
» Centralized Mgmt

Technology Partners

e Control tools

; » » Proxy solutions
: - « Mgmt platforms
e altiri .

« ACLs Mgmt tools

EMC:
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RSA Portfolio Relevant to DLP

~— EXxpert Services

Shared Analytics

Common Ul

SIEM Network Analytics

RSA

Advanced Governance & Security
Threats Compliance Operations

EMC

© Copyright 2011 EMC Corporation. All rights reserved.



Thank You

RSA

The Security Division of EMC



websense’

Websense Data Security

Andrew Forgie, CISSP

Dir. PMM - Data Security

TRITON™
Web security

Email security

Data security



What’s Similar websense'

Enterprise DLP Controls

|dentification

ldentify Information Methods

At-Rest Described || Registered

(Pattern-matching) (Finger-prints)




What's Different websense

DLP Vendors
Methodology Execution Strategy

Time-to-
- — .



Websense Methodology & Execution Strategy =~ Wwebsense

Data Assets:

al ™ 9

Risk= 1 NETWORK DLP ——

Impact x . Data-in-motion

% Likelihood —r o

ENDPOINT DLP

—+ Data-in-use

—+ DATA DISCOVER —— 3
Data-in-rest o
Impact | | |

Likelihood




Data Breach Trends
Records Lost via Hacking, Web, and Removable Media

The Leaking Vault 2011

Six Years of Data Breaches

809%

RESULTS

A study conducted by Suzanne Widup
Published by the Digital Forensics Associgtion
Publication Date: August 2011

Breach Vectors: Records Discdlosed (2005 - 2010)
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The Web DLP Challenge websense

WHAT 10 x 20 = 200 minutes = 3hrs 20 minutes
WOULD YOU DO 10 x 40 = 6hrs and 40 minutes
WITH TH |S? 10 x 48 = 8 hrs = 1 Full-Time Employee

@ Security Alert A

Data: PCl & PII
Source: 10.14.222.21
Channel; We

Destination:93.10.219.62
Standard DLP Web Alert




Websense (re)Solves the Problem websense
WHAT ABOUT THIS ALERT?

HOW MUCH TIME
Websense Web DLP Alert DI D THAT TAKE?

3 =
(@) Security Alert B

Data: PCl & PIl, customer database
Source: Joe User x1234, juser@company.com
Title: Associate

Dept: Finance

Manager: Jane Manager x1234,
jmanager@company.com

Channel: Web

Destination: mail.google.com
Type: General Email
Location: Mountain View, CA




The Power of Web Categories websense

Show All

PRACTICAL ANALYSIS
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Triton Strategy websense'

Integrated B owe, BNAR . Email
Security Security Security
Content Controls

\_ (_ Integrated Content Security Controls )/
X / \ /
4 AV v N
] ] SaasS Appliance Software
Delivered in any 5 o / .
combination \,—) — 5> )
Using a Single Unified
Management & Risk
Reporting Control




Old versus New websense'

< From Old Technology...
« Multiple 3" party Vendors/Integrations

Phase | Implementation of Websense Data security Suit with existing controls.

ribon MBMAgET ()
[ [ Rt ]

« Multiple consoles, licenses, and support

» Additional Hardware Required

Phase Il: Migration of3™ Party WWeb and Messaging Security Controls

Pravides active blocking of SMTP & HTTP/S with Web/Emai! Security Gateways

Triton Manager (T01)

Waeab Securty  (WSGA)

EMDPOINT DLP Data Security  [0353)
‘_“_) Email Seawrity  (ESGA)

....10 New Technology! >

* 33%+ less hardware

* Unified Intelligence and Platforms

ENDPOINT DLP

e 1 solution — 1 vendor



....to this!




End Result: Protect - Detect - Respond websense

Preemptively Reduce
Category Filter: Default (i Th reat EXpOS ure

Description:
Provides a nuanced approach to filtering, applving the Permit,
Block, Confirm, and Quota actions to different catego

Applications

Protocol Filter: Default (i

. Pro-Actively Stop
Y

e

4 Racism and Hate
' Religion

Description:

Blocks protocols often considered to present a security or
SECUFIW productivity risk, including instant messaging, peer-to-peer
Bot Metworks file sharing, and proxy avoidance protocols, amang others.

;Z::sgsl—i'eb Sites Se Sitiv Data

= Database
Phishing and Other Frauds

unapproved applications

Listed belovs are the policies in vour arganization,

DY
0

D9PHIHEPPIEHHH

X . 4 5S0QL Met Expand the tree ko view a policy's rules and exceptions. Highlight a policy, rule or exc
Potentially Unwanted Softwar =-File Transfer Click a butkon in the boolbar ko add, edik, or delete a policy, rule, or exception, ar ho
@ D Spyware o g] @5 FTF 35 Policies (enabled rules: 170, total rules: 252)
—
- Shopplng ° a @. Gopher T Business and Technical Drawings Files
o 53 sodial Organizations © Bl & wars 5 chinese Confidential
@ RN Society and Lifestyles B Instant Messaging f Chat 5 Credit Card Tracks
@ Ef} 4 Special Events e 31 @5 A0L Instant Messenger or ICQ [F Credit Card Tracks_t
@ E‘:f‘ Y Sports @ U2 prosix ST Credit Cards
g E‘:L Y Tasteless e a @' Camfrog ST Credit Cards For Prinker Agent
g = @i Chikka Massenger T Credit Cards For Prinker fgent_1
- & B @ eyeball chat 5 Credit Cards_1
Q B (& cadu-cadu & aLlba
D B & sizmo Project B 4T HIPAA
o W W HIPA&A: SSM and Sensitive Disease ar drug

sl il

HIPAA: 55N and Common Diseases
HIP&&: Credit cards and Sensitive Disease ..
HIFas: Credit cards and Cormmon Disgases
HIPAA: Mames and Common Diseases
HIF&A: Mames and Sensitive Disease or drug
HIPAA: DA profile {default)
HIP&A: DMA profile {narrow)
HIPAA: DOB and Mame
HIP&A: MOC number (wide)

Detect and Respond to S

Information Risk




Your Speaker Panel

www.radicati.com

» Sara Radicati
President & CEO, The Radicati Group

» Nikfar Khaleeli
Senior Manager DLP Product Marketing, McAfee

» Ash Devata
Senior Manager DLP Products, RSA

» Andrew Forgie
Director PMM - Data Security, Websense
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Thank You!

www.radicati.com

Latest Reports published by The Radicati Group:

» Email Platforms Market, 2011-2015
» eDiscovery Market, 2011-2015

» Survey: Corporate Email, 2011-2012
»  Mobile Email Market, 2011-2015

» Hosted Email Market, 2011-2015

You can view all our published and upcoming reports at www.radicati.com

The Radicati Group, Inc. Copyright © January 2012 Reproduction Prohibited


http://www.radicati.com/

	Cover January.pdf
	McAfee
	RSA 2
	Websense 2
	Last January

