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McAfee Data Loss Prevention 

Data Protection in the Modern Organization 

 
 

 



 

McAfee DLP Solution 

• Inventory 

• Classify 

• Fingerprint 

  DLP Discover 

• Email 

• HTTP(S) 

• IM/FTP(S) 

 

    DLP Prevent 

• Detect 

• Protocol               

  agnostic 

     DLP Monitor 

• Device control 

• Monitor & block 

• Discover 

   DLP Endpoint 

Data In Motion Data At Rest Data In Use 

DLP Manager 

* Also available as virtual appliance (VMware) 

• Policy management 

• Reporting 

• Remediation 
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McAfee ePolicy Orchestrator 



Integrated Protection 1 

Our Unique DLP Technology  

Capture Technology 2 

Data Classification 3 

Location & Application Tagging 4 



1. Integrated Protection 
Single Centralized Management 

McAfee ePolicy Orchestrator 

Removable 
Media 

Device 
Control 

SaaS Encryption 

Email 

Web 
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Captured 

Data 

5 

2. Capture Technology 
McAfee DLP Leverages Data 

Test Policy 

Investigate 

Predict Risks 

Violations 

Data 

Define and tune policies faster and more accurately. 



3. Data Classification  
Optimize remediation 
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…
 

 

Quick Inventory  
Categorization & 

Classification 

 

Remediation 

 

PCI  

Data 

Sensitive 

IP 

Encrypt 

Delete 

Move 



4. Location & Application Tagging 
Track and Protect Even When Data Changes 
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Location & Application Tagging 

Protected Finance Share  Endpoint 

Web posting 

Enforcement 

Copy to media/device 

Copy/Paste 

Save as/Rename 

Copied Tagged 

Tagged Download 

Applications 
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RSA Data Loss Prevention (DLP) 
Understand business risk and mitigate it effectively 

26 Jan 2012 

Ash Devata, DLP Products 
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DLP as a Risk Management Solution 

SEND 

COPY 

POST 

STORE 

BOARD 

EMPLOYEES 

CONTRACTORS 

Regulatory Data 

Company Secrets 

Non-sensitive Data 

RISK 

ESTABLISH A DLP PROGRAM TO BETTER MANAGE RISK 
[Visibility & Controls] 

identities user actions information 

ACCESS 

http://www.google.com/aclk?sa=L&ai=CyczzcwpTTuP_IOKg0AGeqq2NCaXzp-MBndCzohqwlcHiMwgAEAEgk6z7BVCvldAfYMmW-IiEpOwPyAEBqgQZT9BI6wohfLqUEnARFR8UjNgPED0H4Udy_qAGGg&sig=AOD64_3bRqJIT_VsK24RGaJqVUHkKi7YTQ&ved=0CAQQoxI&adurl=http://clk.atdmt.com/MRT/go/336283659/direct/01/?href=http://view.atdmt.com/action/mrt102_PFXUSMSFTWPhoneUSGenericActionTag_1/v3/sQnTnE2Hq_6961578877_b_875m2k8917/?href=http://pixel.quantserve.com/r;a=p-f5hc-2xVBTwpo;labels=_click.publisher.SEARCH+Google,_click.campaign.F11+WINPHONE+H2*http://www.microsoft.com/windowsphone/en-us/features/default.aspx?qstr=WT.srch=1&WT.mc_id=Search&cmpid=0B188C23-8621-4C09-94E1-6FA8A6304774
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Definition of DLP 

“DLP is a technology that helped us 

build a process to protect our 

people from leaking sensitive data” 
-CISO, Healthcare Company 

 

RSA subscribes to this philosophy and encourages customers to focus on people 

and process and to take a risk based approach in building DLP projects 
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Establishing a Risk Based DLP Program 

Risk Across the Infrastructure 

DISCOVER EDUCATE ENFORCE 

DLP Program Lifecycle Management (driven by risk based policies) 

? 
RISK 

TIME 

Understand Risk 
Reduce Risk 

End Users & Risk Teams Security Controls 
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DLP Covers Your Entire Infrastructure 

RSA DLP Enterprise Manager 

RSA DLP  
Network 

RSA DLP 
Datacenter 

RSA DLP  
Endpoint 

Consistent Classification & Management Across the Board  

http://www.google.com/aclk?sa=L&ai=CyczzcwpTTuP_IOKg0AGeqq2NCaXzp-MBndCzohqwlcHiMwgAEAEgk6z7BVCvldAfYMmW-IiEpOwPyAEBqgQZT9BI6wohfLqUEnARFR8UjNgPED0H4Udy_qAGGg&sig=AOD64_3bRqJIT_VsK24RGaJqVUHkKi7YTQ&ved=0CAQQoxI&adurl=http://clk.atdmt.com/MRT/go/336283659/direct/01/?href=http://view.atdmt.com/action/mrt102_PFXUSMSFTWPhoneUSGenericActionTag_1/v3/sQnTnE2Hq_6961578877_b_875m2k8917/?href=http://pixel.quantserve.com/r;a=p-f5hc-2xVBTwpo;labels=_click.publisher.SEARCH+Google,_click.campaign.F11+WINPHONE+H2*http://www.microsoft.com/windowsphone/en-us/features/default.aspx?qstr=WT.srch=1&WT.mc_id=Search&cmpid=0B188C23-8621-4C09-94E1-6FA8A6304774


6 © Copyright 2011 EMC Corporation. All rights reserved. 

RSA DLP Partner Ecosystem 

Infrastructure Partners 

• Embedded DLP 

• Centralized Mgmt 

Technology Partners 

• Control tools 

• Proxy solutions 

• Mgmt platforms 

• ACLs Mgmt tools 

AD RMS 

SMS 

ISA 
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RSA Portfolio Relevant to DLP 

SIEM 

GRC DLP 

Network Analytics 

Advanced  

Threats 

Governance & 

Compliance 

Security  

Operations 

Expert Services Common UI Shared Analytics 
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Thank You 

The Security Division of EMC 



Websense Data Security 

Andrew Forgie, CISSP 
Dir. PMM – Data Security 



What’s Similar  

Enterprise DLP Controls  

Identify Information 

In-Motion In-Use At-Rest 

 Identification 
Methods 

Described 
(Pattern-matching)  

Registered 
(Finger-prints) 
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What’s Different 

3 

DLP Vendors 

Methodology 

Vision Capabilities Roadmap 

Execution Strategy 

Approach TCO 
Time-to-

Value 



Websense Methodology & Execution Strategy 

Impact 

Li
ke

lih
o

o
d

 

Data  Assets:   

NETWORK DLP  
Data-in-motion 

ENDPOINT DLP        
Data-in-use 

DATA DISCOVER 
Data-in-rest 

Risk = 
Impact  x   

% Likelihood 
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Records Lost via Hacking, Web, and Removable Media 

Data Breach Trends 

78% 81% 



Security Alert A 

Source: 

Destination: 

 PCI & PII Data: 
10.14.222.21 

93.10.219.62 
Channel: Web 

Standard DLP Web Alert 

The Web DLP Challenge 

10 x 20 = 200 minutes = 3hrs 20 minutes 
 

10 x 40 = 6hrs and 40 minutes 
 
10 x 48 = 8 hrs = 1 Full-Time Employee 



Websense (re)Solves the Problem 

Security Alert B 

Source: 

Destination: 

        PCI & PII, customer  database Data:          
Joe User x1234, juser@company.com 
Title: Associate 
Dept: Finance 
Manager: Jane Manager x1234, 
jmanager@company.com 

mail.google.com 
Type: General Email 
Location: Mountain View, CA 

Channel: Web 

Websense Web DLP Alert 

WHAT ABOUT THIS ALERT?  HOW MUCH TIME 
DID THAT TAKE? 



The Power of Web Categories 

 
PRACTICAL ANALYSIS 

 
 
 - 1792 Total Incidents 
 
 - 2 incidents of Data Theft 
 
 - 22 online storage/backup 
 
 - General Email # 1 Leak Vector 
724 of 1792 Total Incidents (40%) 
157 of 307 High Impact incidents (51%)          
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Triton Strategy 



Old versus New 
From Old Technology… 

….To New Technology! 

•  Multiple 3rd party Vendors/Integrations 
 

•  Multiple consoles, licenses, and support 
 

•  Additional Hardware Required 

•  33%+ less hardware 
 

•   Unified Intelligence and Platforms 
 

•  1 solution – 1 vendor 
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End Result:  Protect – Detect – Respond 

Internet 

Applications 

Sensitive Data 

Detect and Respond to 
Information Risk 
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 Sara Radicati 

President & CEO, The Radicati Group 

 

 Nikfar Khaleeli 
Senior Manager DLP Product Marketing, McAfee 

 

 Ash Devata 
Senior Manager DLP Products, RSA 

 

 Andrew Forgie 
Director PMM – Data Security, Websense 
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Latest Reports published by The Radicati Group: 
 

 

 Email Platforms Market, 2011-2015 
 

 eDiscovery Market, 2011-2015 
 
 Survey: Corporate Email, 2011-2012 

 
 Mobile Email Market, 2011-2015 

 
 Hosted Email Market, 2011-2015 
 

 

 

You can view all our published and upcoming reports at www.radicati.com 
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